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| - | CHar 9 H A o HE
Device Platform Intelligence / Cisco Catalyst 2960X-24TS-LL Switch (CVE NO/Sevel’Ity/DeSCI’I ptlon)

Manufacturer's Common Vulnerabilities and Exposures (CVE)

Severity v3.0 Severity v2.0  Description

Cisco Catalyst 2960X-24TS ...

o4nrz0e Avulnerability in the Software Image Management feature of Cisco DNA Center could allow an
authenticated, remote attacker to access to internal services without additional authentication. The

Platform Information http://WWW. router-switch.com/ws-c2960x-, vulnerability is due to insufficient validation of user-supplied input. An attacker could exploit this
vulnerability by sending arbitrary HTTP requests to internal services. An exploit could allow the attacker to
bypass any firewall or other protections to access unauthorized internal services. DNAC versions prior to

Search Engine Search on Google 1.2.5 are affected.

CVE-2019-1840
End Of Sales YeS (201 5'1 1 '06) more info 041182019 Avulnerability in the DHCPV6 input packet processor of Cisco Prime Network Registrar could allow an
unauthenticated, remote attacker to restart the server and cause a denial of service (DoS) condition on the
affected system. The vulnerability is due to incomplete user-supplied input validation when a custom

End of Support Planned (2020-11-30) more info
Wired Connection Yes

Wireless Connection -

Fingerprinting Source [ SNMP OID |

Added at Aug 20, 2014

Manufacturer Name Cisco Systems Inc.

XUAA () 19 (@) Genians



Chato)A]

Genian
a8 QN [#[#| '=E:172.20.50.93 / D0:27:88:D5:98:0C 11
Pr =
= J::_ LES8 | SCIENIAM | OAHEWANME | AYSHOK(CWP) X3 et Xl v o =) ]| ST
b=t - s 4 wec[efe mu( 24 122 80 v
CopIL
v T XlLjekNAC " o b
JleEE | FHBE | AAGEE | 4EYSEE | ADSgopEN | PEMAYHOIEFE | o | wE | BN MR POOUC L) Aun WEs | gas ) o
» [w] S-172.29.50.91 Lo T maetee T *  EEENNNNED o 2
’ e o o EEEEED  izoves N
#X AL oY AYER fge | M b ER] HExolg YN
2019-02-1202:17:20  malware.exe Trojan [ ] 481,280 bytes 201902412_
» =EBH
= -n » Hojzst
g e EH
> EZY
skl
> HoizH 2019-02-12 02:17:20
» =COE
» X oy malware.exe
qgkg 1175610
» HEY3 12 ke C:\_temp2\malware.exe ey Insights ECO A2 83t SE310 BROIA giiehs A HICE BT
=" 15
» Aiulé ﬂ!;*r-r Trojan e MalwareDetector.cab
» A ﬂgi ° STYY TYET
> EN(=EIE)
| 1 ST Y UL NAC ALS X0 HEIE TX|7|5S MBS0 7442 9Io) Yo HEE = AsLCH
Maware Tt T ]
» SHEISART ! ! ) .
e | LS, SATK v
QIZAI2X} o3| 481,280 bytes BO B3OS ME5Y| REMs TESTY U 42X S2% BB
] Axolg IS MBS YeAS BEST0 B3 AST 2 BT SAT BOTLC
=T | | I%ts OFFf IS HRQ| 27, AZ, 0180 B3 4SS HASD 018 AT 5 YU
b == |SSUER oot Ji 2o 22 W 7152 ABO| §Hs BULE
» EAE 188923
OpenPort MD5 059BB09924B0D8CBTABCFFB72FDOBB03
243 ] 1
» P22 SHAL 87A02BEA494BCO14211D91A45A9CCBFAD47238566
» OojHE wyes
caym SHA256 0ABB52B3E0CO8DSE3713747746B019692A05C5ABE783FDI9B1300F11EA5OBICY
» e S50 2019-02-12 02:14:19 [
» HZEA | L - ‘3? 230 EAIZHReal Time) X 2
o -RA SR BE FVE O £ A0
s=aj0|oi A% 2N 2019-02-08 06:49:34
» SEAR} MY ES%\AhNL
= ES%\ANL .
<> %SYS \Quarantine\*
%SY 4

Malware ZX|% B23 ¥2 $T0IM 49T 85 228 ST
17 E4SRE AT AU

ex) SYZ 2 : "Google\Chrome\Application\*

XUAA(F) 20 (@) Genians



SAML (G-Suite 2I5)

Korean v

O A8t oM2|
O HAE CWP ]3|

O HHEE{] HO|HUE LDEO{7} PAISIOIAZ] PELICE Of2f "OIO|HEHA"HE S E2] T2IWE VAHFAZ| BRI
O A8t Q150| 2FELICE Of2f0| "21F" BIEE E2f AIBAIASE WA BiRLICL

& https://accounts.google.com/ServiceLogin?passive=1209600&continue=https://accounts.google.co..

Google nnn---

IBASR  MHAUZE OO|MEMA|  NEHAAAL

A U

L W FRE
'u—_:"'!_ - ) _
230,28

No records found

g >
.?_vol?;-. -
SAML ?IE BS0lzt?
AE F7t 4R (
© AREXAHQISS NACOH O 1 FE MSHHME SoiM Q1SS ot o tiet ZHE
TOrM Q1SS XMeloks AYLIEL
e e Be 1+ Google G suitelf U= AEAIS HE[XIZ SEOI0| AEE FR0= BESIRIE &
S ——————— ol S7|3t= ot S Ar=sHof SHLICH
UA2F)



ORACLE
MYSQL
MSSQL/Sybase
1BM DB2
Tibero

Altibase
PostgreSQL
LDAP

csv
CSV(Upload)

CUBRID

TIBERO
DataBase

ALTIBASE

QV\
H \Q

i
~
N

CUBRID

AEAEE

ASRE0I 2T

MNEREHE

EVHEREE

SMIDZEHEY

GIOIE S 01 GIOIE{H0| 22| ALSXLE|0| 20| [hS H2 WHERE ZH2S €

SHA256

S7IST B EHET Y=S

Job
n
2
32
flr
o

s

La=t-1-4

LEMEHOIZY

GOIEE HOE HOIEH022 = EYEH 0| E TS SYELICH (RDBMSS! 3% EI0|E0/5, LDAPS] Z% AH2Xt Z4 Base DN, CSVY Z9= AE3HR| &8

CIOIHE %02 G055 0|22 —=EF=H 0|20 L #2| WHERE ZHES £FE L0 LDAPRIZ S filterAtZ. filter 37 (objectClass=group)

LEXFTHY
AZABTHDEES
HoEE 5012 HOIEA0IAS NS Na0ESE SHHLE S 3% OIS ONE IDAPS) 25 AR A 34 o e mmn e FRITEY
01515 2012 GIO|E{H0| 42| ALZAHE|0|2 S SFELICH (RDBMSS] Z 9 EI0|20/5, LDAPS! 22 ALSXt 2 Base DN, CSVR! 29 A23HX| 22)
FHEE2ZEE
e LICH LDAP2IZS filterAH . filter G (objectClass=person)
FIPEE3EHT
NTAGSS | 9E  §%  pF4 MACEZ E | Aoy s2E0|E) | &28 asxsn  an IEE
[a o o 172.29.1124 44:8A'5B:6A:A2:95 7|y $-172.29.112.100 99%
O O 1722911249 00:90:FB:2D:77:A9 R Ll Genians Genian NAC $-172.29.112.100 100%
o 172.29.112.50 64:E5:99:07:5B:C9 7|y EFM Networks ipTIME $-172.29.112.100 100%
(=) © 1722911256  DS:CB:8AB4DICT R -E] FOREST-126 Microsoft Windows 10 Professional x64 5-172.29.112.100 20%
v =] o 172.29.112.60 ACE0:10:61:A1:0F E Il uns Microsoft Windows $-172.29.112.100 2%
M L Q o 172.29.112.67 60:F8:1D:BE:AA:90 E 7|2Ey MACBOOKPRO-AAS0 ‘Apple MacBook Pro $-172.29.112.100 7%
® O 172291289  E4FAEDIC2827 [ TlzE Samsung-Galaxy-S7 Samsung GALAXY $7 Phone 5172.29.112.100 0%
o 172.29.112.73 B0:CA:68:5C:CF:58 E 7| =E Dongguui-iPhone ‘Apple iPhone $-172.29.112.100 2%
E 172.29.112.75 DO0:33:11:D4:F9.DE 7128 ‘Apple Device $-172.29.112.100 53%
@ o 172.29.112.80 AC:E0:10:61:A1:0F 7|y uns $-172.29.112.100 0%
I;l o 172.29.112.80 AAAAAACC.CC:CC 7128 Fkal-d Microsoft Windows 8.1 A §-172.29.112.100 21%

FPER1ZEY
FPEE2Z2HY

FIEEIZET

FPEE1ZES

FhEza

FPERIZES

L3 ="}

SHELIC LDAPRIZS fiterA 2. filter 7 (objectClass=group)

Ct (RDBMS2| Z % H0| 20|15, LDAPS] Z ¥ AHEXt Z4 Base DN, CSVE ZR= ME5HE| 22)

BHFBEIBE |

XYA2LEF)

22

(@) Genians



ArEX} PC 2| oPd S HESH= Agent

1,300 2 O] &9

- REJ|s

Z21791 W2 RIZOH0Y ME/20t O[3
. M Ol AFBOE 2lAk A A8}

+ Non-Kernel 7|2t2] SEH0S & ¢IH Hel gi2)

os; | PT | aux ==
_—leﬁH AI_(}" AE-I xl EJ Ag e nt ; B OB ASRRAX AEROIA LHAIKIE BAZLICH
| B z=1umy HOjEO T2 JH0| SEE Z2IWT A 7k £ Z2IBS RABUL
DNS 0f DNS 2HE 2EHTS AOIRLCH
?.:_l_é 1 SOELl'EH |A|' : : FUWAS Z2n 4F SUOIEH0IA0 802 1x 915 ZELY KNS LS BCH
M OE YsAI =R A ZF71H22 YEYI ABTE ST ST £7 04Y ZL HEUZ AHHOAS RBRULH
& B SIHMmEsE mac0S SEHA BE % ALBR BEE $T30 LEBEY ZATUS
& B scuomEsm OIGEC BE HO2RE, HYYK BEE L0 LEYE0 ATUC
& B 2Esu0mEu AXE ALEQOREE 2TH0 LCREO| [AEEYOFEHATECIF R0 EATLICH
& B usuImEsE YEQI QIEE0IA FRE £ LERVLY TATLL
& B wamssn PCO| &A\S0|YE HAT2 I FEE $TSUCL
& B macos2HOE mac0S2| LEOIE AEHE EASHL HTO) G2 M FHOIES 2T

3§ () gl [y B () ) @-EE-'&
50 md 17 (o (g e bt B
3 PG ) = B
38 mg) 1) ' (gl el i B
J PG ) = B
i o 16 (b (el Gl bxd Bl

XIUQIA () 23

Device
Plug-In

(@) Genians




LHE HIEXZ N E 22 =2
MRl KM E AFLHOf ZX|3H
Of gt

=[©)

K|UA G)

24

* YKo Chet MIZ=AL X| 2 ik XS (2T 0]
K|, MZ=A}, TR -S)

Device Platform Intelligence / Apple iPad

Wireless Connection  Yes

Apple iPad

Platform Information  hitp:/www apple com/ipad/
search Engine Search on Google

End of Sales

End of Support

Wired Connection

Fingerprinting Source  [EIS 3
Released Date 20114207 [
Manufacturer Name  Apple Inc.
Homepage hitp:/iwww. apple. com/ -
Dnal x64
Headquarters United States of America -
Business Status ongoing
172.29.112.73 BO:CA6 -

0] 172.29.112.75
o 172.29.112.80
172.29.112.80
(0] 172.29.112.84
172.29.112.85
172.29.112.87
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172.29.112.88
172.29.112.100

K
K]

G|CG|CG|C|C |

172.29.112.100
172.29.112.244

b § DD @ 80 @ @
G

172.29.112.250

172.29.112.254

o

Microsoft Windows 8.1 A

CC:44:63:97:8E:F5 Apple iPad

00:E0:4C:60:00:El, ,. - e s
Microsoft Windows 8.
3C:18:A0:03:14:5%

00:25:90:25:12:94 Platform Information  hitps://www.mi com/en-L

Microsoft Windows 8.1 A

ECEES

-download/

F4:4D:30:68:7C:6l Search Engine Search on Google

F4:4D:30:68:7C 6l End of Sales Yes (2015-10-30) more info

00:19:30:E6:D5:4F End of Support Planned (2023-01-10) more info

54:78:1A:8C:D4:.CD Cisco Networking Device

00:1B:8F:37:30:71 Cisco Networking Device
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